
Small actions. Big impact.

Safer systems.

Welcome to the inaugural edition of

SCSO Quarterly!

Each quarter, the State Cybersecurity Office

(SCSO) will bring you updates, insights, and

practical tips to help protect our state systems,

data, and assets. The SCSO, a unit within the

Office of State Technology led by State Chief

Information Security Officer (CISO) Gary Vance, is

responsible for monitoring, responding to,

hardening, and reducing risks across state

government. This month, in honor of Cybersecurity

Awareness Month, we’re highlighting the human

factors behind the majority of breaches and

sharing what each of us can do to stay secure.

Takeaways for Employees

1. Use strong, unique passwords with MFA

2. Think before clicking suspicious links

3. Double-check information before sending

4. Avoid opening unknown attachments or files

5. Verify data sensitivity before sharing

6. Don’t enter credentials on suspicious pages

7. Report cyber concerns to

SCSO@arkansas.gov

Email: SCSO@arkansas.gov 

Web: https://sas.arkansas.gov/state-

technology/cybersecurity/

Humans at the Center: Understanding

the Leading Cause of State Breaches

It may not be surprising that humans are at the

center of most cybersecurity breaches—in fact,

they accounted for 60% of the cases reported in

the 2025 Verizon Data Breach Investigations

Report. Breaking it down: credential abuse was

involved in 32% of breaches, social actions like

phishing accounted for 23%, errors made by

employees contributed 14%, and interacting with

malware made up 7%. Understanding these

numbers helps us see where we can all take

simple steps to protect our state systems and

data.

Public Sector Challenges

Miscellaneous errors are a top cause of public

sector breaches, with misdelivery—sending

information to the wrong person—being the

leading issue. This isn’t just about emails—it can

also happen when data is shared online or through

other means, or when information thought to be

low sensitivity is actually confidential. These errors

show why it’s essential to check who you’re

sharing with and make sure sensitive information

stays in the right hands.

Our state CISO goes AI—watch the

2025 Cybersecurity Awareness Month

video now:

https://youtu.be/XT07n1m7eus
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