Shared Administrative Services | Office of State Technology

State Cybersecurity Office

Policy Title: Statewide Cybersecurity Awareness Training Program
Policy Version: 1.0

Effective Date: 03/17/2026

Review Date: 03/17/2026

1. Purpose

This policy establishes the minimum cybersecurity awareness and training requirements for all
departments across the executive branch. It is informed by organizational needs and grounded
in a review of cybersecurity awareness and training programs from other states, leading
departments within Arkansas, and established industry best practices. Cybersecurity awareness
training and routine social engineering exercises are widely recognized as effective, low-cost
methods for reducing cybersecurity risk and are required across many state and federal
compliance frameworks. In addition, this approach aligns with state cybersecurity policies and
standards.

2. Applicability

This policy represents minimum requirements for all departments across the executive branch.
Departments may implement more stringent training frequencies, failure thresholds, or
penalties when driven by regulatory obligations or data sensitivity, provided such variations are
submitted to, coordinated with, and approved by the State Cybersecurity Office (SCSO).

3. Policy

Training Requirements:

a. All employees, contractors, and third parties who are issued state credentials are
required to complete annual cybersecurity awareness training.

b. All state departments and their managers are responsible for ensuring that staff
complete all assigned cybersecurity awareness training, including annual training and
any supplemental training required by the SCSO.

c. Additional training may be required based on departmental requirements, role-based
duties, elevated access privileges, or at the discretion of the supervisor.

d. Training must be completed promptly upon hire, prior to gaining access to trusted
resources.

e. Employees must complete all required training, including annual and role-based
training, to maintain access to state systems.
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f. Staff will be provided a reasonable amount of time to complete assigned training in a
manner that minimizes disruption to business operations. The SCSO will establish
completion deadlines based on risk level; for example, high-risk training must be
completed within five (5) business days of notification, while low-risk training must be
completed within two (2) to three (3) weeks.

Phishing Exercises:
a. Phishing exercises will be conducted quarterly.
b. Additional training will be required for any user who fails a simulated exercise.
c. The State Cybersecurity Office (SCSO) may administer additional social engineering
exercises at random intervals.

4. Roles and Responsibilities

a. The State Cybersecurity Office (SCSQ) is responsible for organizing and assigning
cybersecurity awareness training, administering phishing campaigns, providing reporting
to departments, and supporting each department in implementing a successful
program.

b. Each state department is responsible for assigning an individual or team to work with
the SCSO to coordinate and communicate cybersecurity awareness training activities
between the SCSO and department administration. Departments may request to
manage and supplement their cybersecurity awareness training through designated
area manager accounts, upon approval and in coordination with the SCSO.

c. All departments will work with the SCSO to ensure statewide expectations are met and
provide results for reporting and oversight.

d. The State Chief Information Security Officer is responsible for communicating program
performance and statewide cybersecurity risk to executive leadership.

e. All managers are responsible for ensuring that staff complete required cybersecurity
awareness training and participate in educational activities.

f. All state departments and their managers are responsible for addressing non-compliant
or repeat offenders in accordance with performance standards and applicable
disciplinary actions, up to and including termination.

g. All staff are responsible for completing required cybersecurity awareness training
activities and complying with applicable policies, laws, and regulations at all times.
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5. Compliance

This policy shall take effect upon publication. Failures are tracked within the employee’s annual
performance period. Each failure during that period will result in an additional training or
coaching event described below. An “account restriction” includes, but is not limited to,
restricting internet access, email access, and access to trusted resources.

Social Engineering (e.g., phishing, vishing, USB testing)

Risk Condition Resulting Level of Remediation Action

First Failure Additional mandatory training assigned.

Second Failure More in-depth mandatory training assigned.

Third Failure Face-to-face meeting with the employee’s manager.

Fourth Failure Management escalation to Human Resources for review with possible
account restriction or loss of access.

Non-Completion of Cybersecurity Awareness Training

Risk Condition Resulting Level of Remediation Action

First Failure Reminder issued to the user.

Second Failure Warning issued to the user and their manager.

Third Failure Management escalation to Human Resources for review with possible
account restriction or loss of access until the required training is
successfully completed.

A user may be identified as high-risk based on repeated failures, accountability issues, or risky
actions such as providing credentials in response to a phishing attempt. When this occurs, the
State Cybersecurity Office is authorized to take action to protect the state network and its
assets. The State Cybersecurity Office will work with the department to restrict the user’s
account until the risk is lowered to an acceptable level.

Departments may adopt more stringent failure schedules or penalties when required by
regulatory obligations or data-sensitivity considerations, provided such variations are approved
by the State Cybersecurity Office (SCSO).

If compliance is not feasible or technically possible, or if deviation from this policy is necessary
to support a business function, departments shall request an exception through the State
Cybersecurity Office (SCSO) Exception Request Procedure.
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6. Revision History

This policy shall be subject to periodic review to ensure relevancy.

Date Description of Change Reviewer
03/17/2026 Moved from Draft to Final Ray Girdler, IT Infrastructure
Architect




