
Incident Response 
Professional
FOCUSED LEARNING PATH

Foundational Incident Response Framework Knowledge 
ICS-100: Introduction to the Incident Command System
(3 hours) 
ICS-200: ICS for Single Resources and Initial Action
Incidents (3 hours) 
IS-700: National Incident Management System, An
Introduction (3 hours) Role Description

An Incident Response professional
plays a critical operational role
in identifying, containing, and
coordinating the response to
cybersecurity events across an
organization. This role requires
prior field experience and a
working understanding of security
operations, as it builds on
foundational cybersecurity
knowledge and focuses on time-
sensitive decision-making,
coordination, and execution.
Individuals in this role are
typically calm under pressure,
detail-oriented, and capable of
working across technical teams,
leadership, and external partners
during active incidents. Their work
ensures rapid containment,
effective recovery, and continuous
improvement of incident response
capabilities. 

For support in accessing hands‑on training
opportunities or coordinating practical
experience related to this development

path, individuals or supervisors may reach
out to Raymond.Girdler@arkansas.gov.  

Tabletop Exercise Participation and Leadership 
Participate in a multi‑team or organization‑wide
cybersecurity tabletop exercise focused on incident
coordination and communication
Progress into planning, coordinating, and leading
tabletop exercises that involve technical teams,
cross‑departmental partners, and executive communication 

Incident Response Training and Operational Guidance 
NCPC Cybersecurity First Responder (32 hours) 
Incident Response Recommendations and Considerations for
Cybersecurity Risk Management: A CSF 2.0 Community Profile
(NIST SP 800-61 Rev. 3) 
Cisco NetAcad Cybersecurity Defense Analyst (30 hours) 

Digital and Simulation Exercises 
Participate in hands‑on digital incident response
simulations or technical cyber range exercises to
practice real‑world detection, analysis, containment, and
recovery skills

Operational Support and Incident Response Engagement 
Assist with incident response activities as requested,
including on-site support, forensic review, system
reimaging, containment, and remediation activities during
active events 
Assist with the review, update, and creation of
cybersecurity incident response documentation, including
plans, policies, procedures, and playbooks to ensure
alignment with statewide standards and operational
readiness 

self-paced training
in-person training

https://training.fema.gov/nims/
https://training.fema.gov/nims/
https://training.fema.gov/nims/
https://training.fema.gov/nims/
https://training.fema.gov/nims/
https://www.nationalcpc.org/course/per-257/
https://csrc.nist.gov/pubs/sp/800/61/r3/final
https://sas.arkansas.gov/state-technology/cybersecurity/cyber-center-of-excellence/arkansas-cisco-networking-academy/
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