Role Description

A Cybersecurity Analyst plays a
central role in monitoring and
interpreting security alerts
across an organization’s tools
and systems. This position
focuses on identifying unusual
activity, investigating
potential threats, and guiding
the initial steps of incident
handling. Analysts are often
naturally curious and detail-
oriented, with a strong drive
to dig into data, uncover root
causes, and recognize when
something does not look right.
Their ability to turn signals
into meaningful insight helps
strengthen overall security and
supports timely, informed

decision making.

For support in accessing hands-on
training opportunities or coordinating
practical experience related to this
development path, individuals or
supervisors may reach out to
Raymond. Girdleraarkansas.gov.
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FOCUSED LEARNING PATH

self-paced training
€ in-person training

Building on Microsoft’s Security Foundations

e Security Operations Analyst Associate (SC-200)
(40 hours)&

Strengthening Detection and Response with
Endpoint Detection

CrowdStrike University access requires an
active CrowdStrike customer account.

® CrowdStrike Incident Responder (6 hours)
® CrowdStrike Additional Documentation

Establishing Core Networking Knowledge
* Cisco NetAcad Networking_ Basics (22 hours) &

Practical Experience and Skill Application

® Participate in the review, triage, and mitigation
of cybersecurity alerts in alignment with
established processes and procedures

e Stay up to date with relevant alerts from
InfraGard, FBI, MS-ISAC, and other threat
intelligence sources

Baseline Cybersecurity Knowledge Development

These online certification paths and foundational
courses support foundational cybersecurity knowledge
for individuals new to the field or preparing to
enter a Cybersecurity Analyst role where additional
skill development may be needed.

® Cisco NetAcad Junior Cybersecurity Analyst (120
hours),

e Grow with Google: Google Cybersecurity (133 hours)

* NCPC Comprehensive Cybersecurity Defense (32 hours) €



https://university.crowdstrike.com/pages/43/course-catalog?ctl131=t-_%22learning_plan%22~se-csu
https://falcon.us-2.crowdstrike.com/documentation/
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
https://learn.microsoft.com/en-us/plans/zw5jsk57mwp5g2
https://learn.microsoft.com/en-us/credentials/certifications/security-operations-analyst/?practice-assessment-type=certification
https://sas.arkansas.gov/state-technology/cybersecurity/cyber-center-of-excellence/arkansas-cisco-networking-academy/
https://www.isc2.org/landing/1mcc
https://www.isc2.org/landing/1mcc
https://university.crowdstrike.com/pages/43/course-catalog?ctl131=t-_%22learning_plan%22~se-csu
https://commerce.arkansas.gov/arkansas-grow-with-google/
https://university.crowdstrike.com/pages/43/course-catalog?ctl131=t-_%22learning_plan%22~se-csu
https://www.nationalcpc.org/course/per-256/
https://university.crowdstrike.com/pages/43/course-catalog?ctl131=t-_%22learning_plan%22~se-csu
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
https://www.netacad.com/courses/networking-basics?courseLang=en-US&instance_id=0f627b25-2f16-456d-838c-0b076add2e38
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