Response Packet 
Solicitation No. DIS-16-4701

RESPONSE PACKET 
DIS-16-4701  
CAUTION TO VENDOR

Vendor’s failure to submit required items and/or information as specified in the Solicitation Document shall result in disqualification.

RESPONSE SIGNATURE PAGE

Type or Print the following information.
	RESPONDENT’S INFORMATION

	Company:
	

	Address:
	

	City: 
	
	State:
	
	Zip Code:
	

	Business Designation:
	☐ Individual
	☐ Sole Proprietorship
	☐ Public Service Corp  

	
	☐ Partnership
	☐ Corporation
	☐ Nonprofit

	Minority Designation:
See Minority Business Policy
	☐ Not Applicable
	☐ African American
	☐ Hispanic American
	☐ Pacific Islander American

	
	
	☐ American Indian
	☐ Asian American
	☐ Service Disabled Veteran

	
	AR Minority Certification #:  
	

	Service Disabled Veteran Certification #:  
	



	VENDOR CONTACT INFORMATION

Provide contact information to be used for solicitation related matters.  

	Contact Person:
	
	Title:
	

	Phone:
	
	Alternate Phone:
	

	Email:
	


	CONFIRMATION OF REDACTED COPY

	☐ YES, a redacted copy of submission documents is enclosed.

☐ NO, a redacted copy of submission documents is not enclosed.  I understand a full copy of non-redacted submission documents will be released if requested.  

Note:
If a redacted copy of the submission documents is not provided with vendor’s response packet, and neither box is checked, a copy of the non-redacted documents, with the exception of financial data (other than pricing), shall be released in response to any request made under the Arkansas Freedom of Information Act (FOIA).  See Solicitation for additional information.


An official authorized to bind the vendor to a resultant contract must sign below.  

The signature below signifies agreement that either of the following shall cause the vendor’s response to be disqualified:

· Additional terms or conditions submitted in their response, whether submitted intentionally or inadvertently.

· Any exception that conflicts with a Requirement of this Solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

SECTION 1 - Vendor Agreement and Compliance 

· Any requested exceptions to items in this section which are NON-mandatory must be declared below or as an attachment to this page.  Vendor must clearly explain the requested exception, and should label the request to reference the specific solicitation item number to which the exception applies. 
· Exceptions to Requirements shall cause the vendor’s response to be disqualified.

By signature below, vendor agrees to and shall fully comply with all Requirements as shown in this section of the solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

SECTION 2 - Vendor Agreement and Compliance 
· Any requested exceptions to items in this section which are NON-mandatory must be declared below or as an attachment to this page.  Vendor must clearly explain the requested exception, and should label the request to reference the specific solicitation item number to which the exception applies. 
· Exceptions to Requirements shall cause the vendor’s response to be disqualified.

By signature below, vendor agrees to and shall fully comply with all Requirements as shown in this section of the solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

SECTIONs 3 - Vendor Agreement and Compliance 
· Any requested exceptions to items in this section which are NON-mandatory must be declared below or as an attachment to this page.  Vendor must clearly explain the requested exception, and should label the request to reference the specific solicitation item number to which the exception applies. 
· Exceptions to Requirements shall cause the vendor’s response to be disqualified.

By signature below, vendor agrees to and shall fully comply with all Requirements as shown in this section of the  solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

SECTIONs 4 - Vendor Agreement and Compliance 
· Any requested exceptions to items in this section which are NON-mandatory must be declared below or as an attachment to this page.  Vendor must clearly explain the requested exception, and should label the request to reference the specific solicitation item number to which the exception applies. 
· Exceptions to Requirements shall cause the vendor’s response to be disqualified.

By signature below, vendor agrees to and shall fully comply with all Requirements as shown in this section of the solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

SECTIONs 5 - Vendor Agreement and Compliance 
· Any requested exceptions to items in this section which are NON-mandatory must be declared below or as an attachment to this page.  Vendor must clearly explain the requested exception, and should label the request to reference the specific solicitation item number to which the exception applies. 
· Exceptions to Requirements shall cause the vendor’s response to be disqualified.

By signature below, vendor agrees to and shall fully comply with all Requirements as shown in this section of the solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

PROPOSED SUBCONTRACTORS FORM
· Do not include additional information relating to subcontractors on this form or as an attachment to this form.  

Vendor proposes to use the following subcontractor(s) to provide services.  

Type or Print the following information

	Subcontractor’s Company Name
	Street Address
	City, State, ZIP

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


☐ Vendor does NOT propose to use subcontractors to perform services.

By signature below, vendor agrees to and shall fully comply with all Requirements related to subcontractors as shown in the solicitation.

Authorized Signature:  
             Title: 
    
                               Use Ink Only.    
Printed/Typed Name:  
  
Date: 

information for evaluation

· Provide a response to each item/question in this section.  Vendor may expand the space under each item/question to provide a complete response.  If a simple chart or graph would enhance your response, please use them.
· Do not include additional information if not pertinent to the itemized request.

· Do not include any marketing or extraneous material.
SECTION 6 – criteria for selection
6.1 TECHNICAL PROPOSAL SCORE

A. DIS and AID will review each Response Packet to verify submission Requirements have been met.  Response Packets that do not meet submission Requirements shall be disqualified and shall not be evaluated.  

B. A DIS and AID appointed Evaluation Committee will evaluate and score qualifying responses.  Evaluation will be based on vendor’s response to the Information for Evaluation section included in the Response Packet.  Other agencies, consultants, and experts may also examine documents at the discretion of DIS.

C. The Information for Evaluation section has been divided into sub-sections.  

1. In each sub-section, items/questions have each been assigned a maximum point value.  The total point value for each sub-section is reflected in the table below as the Maximum Raw Score Possible.

2. DIS has assigned Weighted Percentages to each sub-section according to its significance.  

	Information for Evaluation 
Sub-Sections
	Maximum Raw Points Possible 

	Subsection 1

Management Plan:  Vendor's proposed approach and methodology to meet required services
	30

	1. Describe your management approach for an assessment for a state or local government.  At a minimum include the following: 

a. Demonstrate an ability to acquire and disseminate the types of information required in this assessment in an expedient and efficient manner.

b. Provide a description of the format(s) that will be used to gather, document, distribute and follow up on assessment requirements and milestones.

c. Provide a description of the quality control methods used by your firm to document and track the assessment requirements.   

Response:
	5

	2.  Provide copies of your Privacy, Security, and Breach Notification Policies and Procedures.  This information may be provided in electronic format.

Response:
	5

	3. Provide a detailed explanation of insurance, bonding, and other financial safeguards offered in the performance of this contract.
Response:
	5

	4. Discuss the accuracy of your team's estimates on all projects of similar size and scope over the past two (2) years.  Provide a discussion of the factors affecting estimates plus or minus (+/-) ten percent (10%) of the original budget at the start of the project.

Response:
	5

	5. Please describe how you would analyze data at rest or in transit.
Response:
	5

	6. Discuss the performance of your company in meeting milestones and deliverables on all assessments of similar size and scope over the past two (2) years.  Provide a discussion of the factors affecting milestones and deliverables that were missed or for which a Project Change Request was applied.

Response:
	5

	
	

	Subsection 2

Staffing and Qualifications:  Demonstrated technical capability in cybersecurity risk assessments or similar engagements
	40

	1. How many staff will be assigned to handle this project?  How many will be subcontractors?

Response:
	5

	2. Provide job titles and descriptions of each job position directly assigned to this project and the estimated percent of their time that will be dedicated to this project.

Response:
	5

	3. Provide a resume per key personnel on the team.  Key personnel should hold appropriate certifications by role to include:

a. General qualifications

b. Education

c. Licenses

d. Certifications

e. Number of years the person has been with the current firm and where the individual has worked (if other than the current firm) in the last five (5) years and in what capacity.

Response:
	5

	4. Describe your team's current projects workload and, if awarded the contract for this assessment, discuss how you will structure team activities, workload, dedicated hours per team member. 

Response:
	5

	5. Discuss major obstacles that your firm foresees in accomplishing this assessment in the timeframe indicated and what your firm can do to address these obstacles in order to keep the project on track.

Response:
	5

	6. Provide a description of your experience in coordinating the development, implementation and management of a government cybersecurity risk assessment project(s) comparable in size and scope as defined within this RFQ within the last thirty-six (36), twenty-four (24) and twelve (12) month periods.  

Response:
	5

	7. List and describe tools or software developed in house, via other vendor(s), or from clients used by your firm to perform similar assessments.

Response:
	5

	8. Describe similar engagements performed for and paid by an insurance entity; and, list insurance companies to which you have provided paid services.

Response:
	5

	
	

	Subsection 3

Company Background: References - qualifications, experience, expertise and reliability
	30

	1. Provide three (3) references with specific contacts, contact information and a brief synopsis of the engagement and how it is similar to this project.  

Response:
	5

	2. Provide two (2) references with a brief synopsis from the insurance industry.

Response:
	5

	3. Provide the following information:

Address of headquarters and if different the sales support office address; organizational chart; number of years performing cybersecurity risk assessments; company structure and ownership; professional and/or industry associations memberships, audited financial statements for the past three (3) years or if unable to submit audited financial statements, submit other financial documentation that reflects the financial condition of the vendor.  Financial statements should be submitted in electronic format.

Response:
	5

	4. Provide information regarding relevant company awards or recognitions by security and insurance professional/industry associations; and a statement of differentiation that distinguishes both your company and services compared to your competitors.

Response:
	5

	5. List each level of management's years of relevant experience performing cybersecurity risk assessments and provide the overall average. 

Response:
	5

	6. Provide a sample detailed assessment plan and at a minimum include the following information:  Suggested list of Arkansas public entities to be assessed and the method for prioritization; data requirements; suggested methods for data gathering; timeliness for implementation; and other applicable and relevant information.

Response:
	5

	
	

	Totals
	100




*Sub-Section’s maximum raw points = the weighted value for that sub-section
D. The vendor’s weighted score for each sub-section will be determined using the following formula:

	(A/B)=C


	A = Actual Raw Points received for sub-section in evaluation

B = Maximum Raw Points possible for sub-section

C = Weighted Score received for sub-section




E. Vendor’s weighted scores for Sub-Sections will be added to determine the Total Score for the Response.

F. Responses that do not receive a minimum weighted score of 600 shall not move forward in the solicitation process.

6.2 VENDOR ACCEPTANCE OF EVALUATION TECHNIQUE

A. Vendor must agree to all evaluation processes and procedures as defined in this solicitation.

B. The submission of a Response Packet shall signify the vendors understanding and agreement that subjective judgments shall be made during the evaluation and scoring of the Technical Proposals.
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